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Definition: FASHIONCLEFT

* TAO/DNT protocol used by implants to exfiltrate collected
network packets to the Common Data Receptor (CDR).

* Provides support for:
— Metadata Authentication/Integrity + AntiReplay + Encryption

— Data Encryption
— Uses 1024-bit RSA, 128-bit RC6

* Based on DNT standards:
— FOGYNULL (Exfil Protocol)
— FUNNELAPS (Exfil Data Format)
— SHELLGREY (Exfil Metadata Format)
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How To Extiltrate IP Packets

Make a copy of the captured packet.
2. Modify packet IP destination address.

3. Modify other protocol fields (IP, UDP, TCP) as
needed to bypass firewalls and tag packets for ID.

4. Optionally encrypt/munge Transport layer payload.
5. Send modified Data Packet (DP) to new destination.
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